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Who are you and why are you qualified?
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Involved in internet / web development since 1995
Active Web Agency for over 15 years

Have been hired to help & hurt online reputations
Speak and present to groups and crowds nationally
| live my hobby!



What will we cover?

= What is expected of you as a public official?

= Policies

= Conduct that is not appropriate

= How to use Social Media & Telecommunications
= Social Media and the Law

= Q&A



Social Media Policies

= Every organization / department should have a policy in place!!!

What can be said on social media sites

What will not be tolerated (in and out of uniform)
Monitoring and relinquishment of accounts
Ownership of accounts

Reporting of misuse

Consequences

= Should state in specific what IS and IS NOT appropriate conduct

Not everything is obvious — state specifics!!!



Remember This...

Law enforcement officers need to realize that whatever
they post online, on and off the job will affect their
personal life. It will affect not only them, but their
families, friends, associates and the organization
they’re working for or associated organizations.

Posting to social media is not a reflex gesture and you
need to be aware of what you are saying. Once it is
posted, or you hit “send” the message, picture, video or
text can be recalled and you (they) would have to face
the consequences of (their) actions.



Professional Conduct Online

= Officers realize their obligations to the community and should
strive to act in a professional manner while investigating
crimes on the internet in order to inspire the public trust and
confidence.

= Maintaining professionalism should be a primary goal at all
times and will ensure continued trust and respect of the
community

= Keep all contacts with the public professional and courteous

= Maintain composure as if your grandmother is always
watching



Remember these tips...

= As a public official paid by tax payers you are always required to
represent yourself as a professional — in and out of uniform

= No matter the phone used (work or personal) messages, images and
information you send and receive can be used against you

= You are not to send pictures, messages or video to co-workers or
others that are of a sexual nature (jokes, videos, penis, butt, breasts,
etc.)

= You are not to show pictures, videos or messages to another
employee or civilian that are of sexual nature (jokes, videos, penis,
butt, breasts, etc.)



@ ...and these are good to know...

= Your right to privacy does not exist

= You need to make clear, clean separation of work and personal life;
remember what you CAN and CANNOT talk about

= You are NOT permitted to send messages, photos or videos regarding
current cases (MDT, text, social media, etc.)
(ref Rodney King “Gorillas in the Mist”)

= |f you spend an excess amount of time on your personal phone, social
media on the clock you are stealing from tax payers

= Civilians can take pictures and video of you and will probably share it
somewhere that will get attention



@ ..and finally....

= |f you call in sick it's best not to post it on social media sites (check in at
Tiger game, post pictures of where you are at, etc.)

= Photos of a crime scene are not to be shared with friends or posted on
Reddit, Facebook or Twitter

= Lawsuits have been successful in awarding millions to victims and families

Ref Nikki Catsouras accident; Photographs of Catsouras' badly disfigured body
were published on the Internet, leading her family to take legal action due to
the distress this caused.

Sued California Highway Patrol and 2 service dispatchers
CHP cease and desist letters did little to have images removed
Emailing or texting photographs are NOT covered by the First Amendment

Family awarded $2.37 million in damages



Right From Wrong

= YES: You can communicate professionally on social media. It
IS encouraged

= YES: Use social media to enhance your professional profile
and communications with the public

= NO: Stop the wise guy / cutesy communications.

= NO: Posting pictures while on the clock

= NO: Posting information, images / video about a case
= NO: Posting locations and check in on the clock

= THINK: If this is ever recalled and placed in front of my peers,
will it make me embarrassed, ashamed and possibly get me
fired?



Please Note:

“If you would be embarrassed
for your spouse, mother or
grandmother to learn of your

actions... then don’t do it!”
(vou could lose your job!)




Final Words of Advice...

Shut up when faced with the
desire to do business with any
form of social media, text
messages or email.”

(yvou could lose your job!)




Social Media & The Law

= What you or others post will likely be out online forever...
somewhere

= Sites scrape information to redisplay on other sites to
produce content of interest to display advertising and
make revenue

= Employers may use User Generated Content for hiring/
firing decisions

= Electronic Communications Privacy Act of 1986 &
Computer Fraud and Abuse Act of 1984 may protect

non-consensual intrusion into a third-party employee
account



Laws are Being Written

Utica man admits cyber-
him ticket
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It's Newsworthy too!

| billi iIre Bassam
= 2012, Kuwati bllllopalr
Alghanim hired Chinese ha.ckers to
uncover information from his
brother’s email accounts

= Cost him $400 o

= Now Iin pending investigation over
family fortune

= Technology section coverage on
WSJ
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How to Use Social Media

Continuity of information released
Accessibility to all

Continuously monitored

Post relevant information

= Pictures, Video, PDF, Stats, Helpful info
= Be specific and short

= Respond to consumers promptly

= Be professional at all times

= Do not engage in debate

= Lead people back to your site



Honolulu Police Dept. Twitter

Tweets
Following
Followers

Favorites

Follow Honolulu Police

Sign up
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Honolulu Police

Hi Friends! @ 10:00 a.m. today, the HPD will announce some awards
for HPD employees @ Mission Memorial Auditorium. You're invited to
attend.

Honolulu Police

Good Morning! What are your plans for today? Today we're

recognizing outstanding HPD officers and employees for 2013. #HPD
PoliceWeek

Honolulu Police
Ewa Beach Area - Halolani Street is re-opened. nixle.us/87AB8
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Honolulu Police Dept. Facebook

K3 Honolulu Police Department (Official Site)

Honolulu Police Depar‘tment
Making Honolulu the Safest Place to Live, Work and Play

Honolulu Police Department (Official ¢ Like | | Message # ¥
Site)

11,398 likes - 3,304 talking about this - 367 were here

Government Organization

This is the offical Facebook page of the Honolulu
Police Department

For Police Service Call 911

@ 11,308

About - Suggest an Edit Photos YouTube Events Likes

@ Honolulu Police Department (Official Site) Recommendation

ns See All
about an hour ago

What do you like about this place?
@ Sherman: Another pic of the old school Harley you might

like Joel Gonsalves
’ Matt: It depends on the situation. The officer is using ...

3 on Wednesday
gad Matt Miller
| see, | still am a little confused on how they turn off s...



Honolulu Police Dept. Website

Making Honolulu the Safest Place to Live, Work and Play
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HOM DEPARTMENT ~ INFORMATION  COMMUNITY  CONTACT US  SITE MAP
INFORMATION

HPD INFORMATION

News Story Archive

Burglar Alarm Registration
Hire a Special Duty Officer
Identity Theft

Patch Request

Police Reports

Sex Offenders

Deadly Weapons and Knives
Project Graduation

HPD Alerts Page

® HPD Alerts e

Firearms

PEEREEREETE

Police M g

Special
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Reports Duty
Officer

-
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Other Popular Requests Statistics Reports

e Police Activities League ¢ Museum Tours

e Annual Statistic Reports
e Calendar of Events e Police Auction

¢ Crime Mapping

Traffic Safety




10 Things — Dept. Facebook

Regular Updates

Mission & Purpose

Full Contact Information

Events & Engagement

A way for people to participate or vote on priorities

Appeals for wanted, missing persons, information
1. “Become a Crime Stopper — Submit a Tip”

7. Useful links to other sites (county partners, social
services, neighborhood watch, FAQ’s, etc.)

8. Extend the reach with a Police Dept. Blog
9. Pictures and Video
10. Live Q & A sessions (Twitter, Google hangout)

2 A



What Success Looks Like

1. Community feels comfortable participating and help one-
another

2. Officers feel comfortable regularly sharing and
maintaining community; setting a tone and culture

3. Social interaction build relationships — before you need
them so they are there when you do need them!

4. Become a reliable source for sharing info, better than a
news site

5. Admin/calls will be reduced

6. Lost dogs and curiosity will be a part of the
conversation; accept it and participate



= |sit true?

= |s it fair to all concerned?

= Will it breed goodwill and better friendships?
= |[s it beneficial to all concerned?

Your obligations are:

= To protect the public

= To make communities safer
= Jo improve what you do

Use these to guide your social media efforts!



